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R METHOD FOR ROUTING HTTP AND FTP SERVICES 
ACROSS HETEROGENEOUS NETWORKS 

T he present invention relates in 

devices, and more particularly to 
field of electronic devices, ^ ^ 

an improved method and system for routing 
HTTP and FTP data across heterogeneous networks. 

p^round^^ 

■ „ „»rietv of devices which 
Networks may contain a variety 
are all coupled to a network medium. The 

inc lude not only -i^^'^ ^works. 

Typically, the ne twork which 

series the other device, fo 
management of the system. If the q 

on Network other than the network to , - 
+ ^vice is connected, the queries ar 

Toirrhe rirplctive networks to the queried devices. 

In some -— d -^-: E ^::.:- w h ic h 
:::: - workstation may use . 

r Tr t o r t ieve information on the network devices. 

7 er is simply pointed to the appropriate 
The browser is simp y e dev ices are 

de vices and the web pages ^» Hanagement 

viewed by the administrator on the 
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of the network may also involve the transfer of data 
from devices on the network to the ^'"^ 
workstation using rile transfer protocols. (It should 
be noted that, while the examples herein generally 
refer to the management of network devices, the 
disclosed methods are applicable to other functions 
Hch involve the routing of data across heterogeneous 
networks. 

Some systems may. include networks which use 
different, incompatible protocols. For instance a 
system may have an ethernet coupled to a Fibre Channel 
network. Such a system may be referred to as a 
heterogeneous network. The presence of the 
incompatible networks may, for example, result from 
need for an esoteric or expensive medium to support 
particular devices such as storage units (e.g., 
storage area network, or a»> . While such an e t c 
or expensive medium may be necessary for P«^cul" 
devices, it is often not suitable for distribution of 
data to devices such as an administrator's workstation. 

in heterogeneous network systems, the specialized 
network (e.g., a Fibre Channel network, is normally a 
pri vate network that can be accessed only Within the 
I Y stem. xn other words, it is not publicly accessible 

from external networks such as the internet. The 

specialized network is therefore often 

an »in-band» network. Conversely, the network to which 
lt is coupled (which is typically externally 
accessible, is referred to as an -out-of-band" network. 
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Because the management of heterogeneous network 
systems is typioally handled through an administrator s 
workstation on the out-of-band network, the 
incompatibility of the in-band and out-of-band 
protocols create some difficulty in accessing and 
managing the devices on the in-band network. In <**~ 
words, where an administrator can easily request web 
pages from devices on Homogeneous networks and recede 
responsive web pages, it is not a simple matter to 
retrieve web pages from devices on the in-band portion 
of a heterogeneous network. 

There are a number of approaches to overcoming 
these difficulties. One potential solution to thrs 
problem would be to incorporate some of the trad, ron 
IP gateway functionality into a special purpose gateway 
to support both the in-band and out-of-band networks. 
Th e special purpose gateway would be used as <*° 
default gateway for the network and to route IP - affrc 
fetween the networks. One of the drawbacks of thrs 
scheme is that most networks already have 
gate way routers in place. Devices on the out-of-band 
network cannot be reconfigured to use both the specral 
purpose gateway and the gateway that previously serve 
as the default gateway. If the special purpose gateway 
do es not incorporate all of the functionally of he 
original default gateway, connectivity to the rest 
th e corporate local area network th. rnter et 

may b e lost. on the other hand, including all of the 
functionality of the original default gateway regurres 
extensive re-engineering and associated expense. 
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Another solution would be to use a 
proxy server that supports the in-band and out-of-band 
n tworks. The proxy would convert £ 
network into messages which are transportable on the 
„ nnP of the drawbacks of this solution 

r;:i;;r:riar r i; ^ - - 

.- most corporate networks already have proxy servers 
for local clients, and the clients cannot be 

confined to use the special purpose proxy ser 
wit hout losing connectivity to the 
proxy server, alternatively, building °* th « 

functionality of the default proxy server into the 

racial purpose proxy server would invoke ext ^ 

re-engineering and would increase the 

it would be impractical. 

A thi rd solution would be to provide all HTTP and 
FTP server functionality in the network to support both 
the ln - ban d and out-of-band networks. This would 
involve using a custom protocol to retrieve data from 
h /n-band devices. As a result, standard HTTP and 
FT ervices could not be used in the in-band devices. 
Further, the development of a custo, P-oco wou d 
require a duplication of the engineering effort to 

solved by the standards. 

,ih hp to try to incorporate 
Another solution would be to try 
th e web pages for all the disparate devices into the 
one platform that has an interface to the out-of-band 
network. This creates another problem, however - 
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<-„ date if any of the web pages 
keeping the platform up to date y 
change From an engineering point of view, this 

• --ninence to be concentrated 
solution requires more intelligence 

ln one spot than is desirable, and further requires 
substantial engineering in its own right. 

Another solution would be to physically implement 
the ou -of-band network so that each device, including 
Lse connected to the in-band network, is coupled to 
the out -of-band network and » ^ 

■ _ ^v- The Droblems with this soiuu 

z t; rif r iitionai — , «. ^ T 

that, physically, there may not be avaiiable space in 
t he ut-of-band network, and additional maintenance 
will Lely be required as a result of the necessary 
hardware . 

Yet another solution would be to require that the 
ma nagement workstation to be coupled direc, 1> , « > the 
in -band network. This typically U ; not P c ^ 

because in-band networks such as Fibre Chan 
generally are not appropriate for distribution of 
to the workstation. 
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•Mlf nr THF. INVENTION 

one or more of the problems outlined above may be 
solved by the various embodiments of the invention 
„hich, broadly speaking comprises a method and system 
for routing data across heterogeneous networks. 

in one embodiment of the invention, there is 
provided a system for routing data across a 
heterogeneous network. The heterogeneous network 
comprises a specialized in-band network that rs 
privately accessible within the heterogeneous network, 
as well as an out-of-band network that is coupled 
the in-band network by a switching platform such as a 
network switch. The out-of-band network may be 
accessible to and from external networks such as the 
internet via a default gateway, proxy server or Similar 
m eans. A client is connected to the out-of-band 
network, and a server is connected to the in-band 
network. 

In this embodiment, the client is configured to 
transmit a request for server data to the 
platform. The request is formatted according to the 
protocol of the out-of-band network and may take the 
form of a uniform resource locator (URL, . The 
switching platform is configured to recognize the 
request as one which is directed to the server. The 
switching platform parses the request to determrn the 
requested data and reformats this information as a new 
request that is transmitted to the server according to 
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th. protocol of the in-band network. The server 
provides data responsive to the new revest, which is 
transmitted back to the switching platform according to 
the protocol of the in-band network. The switchmg 
platform then reformats the responsive data accords 
to the protocol of the out-of-band network and 
transmits it to the client. 

,_ .,■ „f there is provided a method 
In another embodiment, there is p 

£ or routing data such as TCP service information across 

, heterogeneous network having an in-band network and 

an out-of-band network coupled to each other via a 

network switching platform. The method includes the 

steps of generating in a client on the 

network a URL, transmitting the URL to the etching 

piatform according to the protocol of the o»t-of-b»nd 

network, parsing the request in the switching p to 

reformatting the reguest as a new URL, transmitting the 

new URL to a server on the in-band network, generating 

d ata in the server in response to receiving the new 

URL, transmitting the data to the switching platform 

according to the protocol of the in-band network, 

reformatting the data in the switching platform and 

transmitting the data to the client according to the 

protocol of the out-of-band network. In this 

embodiment, the URL formulated by the client includes 

an address corresponding to the switching platform, 

predetermined key word, an address corresponding to a 

server on the in-band network and a subject identifying 

the requested data. The switching platform receives 
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the URL, identifies the keyword, and parses the URL 
based upon a URL format indicated by the keyword. 

One technical advantage of the present system and 
method is that they may simplify device management by 
allowing a unified FTP and/or HTTP interface to network 
components on both in-band and out-of-band networks, 
yet another technical advantage of the present system 
and method is that they may allow each network 
component to independently provide HTTP and/or FTP 
services. This simplifies development efforts since 
changing the services on one component need not affect 
the services on other components. Still another 
technical advantage of the present system and method is 
that they may require no change to the client TCP, 
proxy or default gateway configurations. Yet another 
technical advantage of the present system and method rs 
that they may leverage robust, existing standards and 
eliminate engineering effort that would otherwise be 
spent developing custom protocols. 
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BRIEJLDESCRIPTIO^O^^ 

Other objects and advantages of the invention may 
b eco m e apparent upon reading the following detailed 
description and upon reference to the accompanying 
drawings in which: 

FIGURE 1 is a functional block diagram of one 
embodiment of the present system; 

FIGURE 2 a more detailed functional bloc, diagram 
of the system illustrated in FIGURE 1. 

FIGURE 3 is a flow diagram illustrating the method 
of operation of one embodiment of the present system.- 
and 

FIGURE 4 is an example of a universal resource 
10 cator employed by one embodiment of the present 
invention. 

While the invention is subject to various 
modifications and alternative forms, specific 
embodiments thereof are shown by way of example n the 
drawings and the accompanying detailed description, 
should be understood, however, that the drawing and 
detailed description are not intended to limit the 
invention to the particular embodiment which ,8 
described. This disclosure is instead intended to 
c er all modifications, e.uivalents and aiternatives 
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falling within the spirit and scope of the present 
invention as defined by the appended claims. 
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DETAJ^^^ 

A preferred embodiment of the invention is 
.escribed below. It should be noted that this and any 
oth er embodiments described below are exemplary and are 
intended to be illustrative of the invention rather 
than limiting. 

Broadly speaking, the present invention comprises 
a method and system for routing data across 
heterogeneous networks. In one embodiment, a swrtchrng 
piatform is used to reformulate queries generated by a 
client on one sub-network and to transmit the 
reformulated queries to a server on a different, 
incompatible sub-network. Data generated by the server 
in response to the queries is transmitted to the 
switching platform, which reformats the data and 
transmits it to the client. In a basic embodiment, a 
client on the first network generates a request for 
information, wherein the request contains an identify 
which indicates that the request is intended for the 
server on the second network. When the switching 
platform detects the identifier, the request rs 
reformatted and transmitted to the server. The 
response to the request is returned to the switching 
platform, which reformats it and forwards it to the 
client It therefore appears to the client that the 
response was originated by the switching platform. 

Referring to FIGURE 1, a functional block diagram 
of one embodiment of the present system is shown. In 
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this embodiment, heterogeneous network 10 

fir st network 11 and a second network 12. Network 

is a general-purpose local area network of a type used 

in many corporate environments. Network 11 may for 

example, comprise an ethernet-based system to * • 

var iety of workstations, printers and other devices are 

connected. 

Network 12 is a special-purpose network which is 
coupled to general-purpose network 11. Network 12_ 
provides connectivity to devices which are privately 
accessible within heterogeneous network 10. These 

. ,, Hoa variety of specialized devices 
devices may include a variety 

which, in order to maximize their performance, are 
coupled to a type of network other than the general- 
ise network 12. For example, the devices may 
comprise a plurality of data storage units for a 
storage area network (SAN) . In this instance, network 
2 may be based upon a Fibre Channel network. Network 
10 is referred to as a heterogeneous network because 
the protocol used by network 12 is different from and 
incompatible with, the protocol used by network 

Because network 12 is privately accessible within 
heterogeneous network 10, it may be referred to as an 

n-band network. Network 11, on the other hand, may 
exchange data with an external network 13 such as the 
In ternet and may therefore be referred « » » 
ba „d network. As shown in FIGURE 1, the m-band and 
out-of-band networks are coupled to each other via a 
switching platform 14. As can also be seen from 
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figure, switching platform 14 is separate fro, the 
tiguit:, out-of-band 
default gateway 15, which connects the 
network to the external network 13. 

Th e present system *akes it appear to 

v that the switching platform is actually 
b and -twor th - ^ ^ pages) 

Tflc i s not. Because the in-band network is 
when in fact it -v,~ rfa is no way 

, 'no a bridging function to other devrces. 
performing a brldgxng Drovi ded by the 

- r.:"-«-« r:r,«, - 

platform appears to have been 
reflect the reconfigured services. 

Tne present system permits simply bowsing to the 
ut-of-band network. Prom the point o vrew ft he 

without having to actually implement * ^ ^e 
included functions in a single prece of ha dware. 
allows a very flexible configuration wrth 
requirement to change anything. 
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Th e p^en, system d oe S not re u re ^ 
reconfiguration or ^ ^ ^ 

of the default gateway engineering 

of the switchxng platform, _ ^ 

able to han.le data -1 network, 

than the ones connected to the 

also be implemented without 
Th e present system <="" of the proxy 

requiring reconfiguration or reass ^ 
server for the out-of-band netwo r^ u t 

be req urre d to pe conneot ivity to the rn- 

serY er m addrt on t P 

band network. -y out _ o£ - ba nd 

of traffic between the in ban 

networks . 

, ftcurE 2 a more detailed block 
Referring to FIGURE I, _ 
diagram of the system illustrate rn - 

21 _ 23 which are connected eth ernet. In- 

b an<J network 12 srmUar y 

d evices 25-27 which are connecte to ^ ^ a 

0 -dium 24. » this ^ 20 an d Fibre 

Fibre Channel network. Etherne 
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which is sp.cific.lly desrgne d » ^ P 
network Although bet, "^^^ '^lis are 
protocols, the -spective^ y - - P ^ 
incompatible. Consequently, dat 

■^v^ Hirprtlv from one of the out 
transmitted directly net work 

„ to one or tne m ^ a 

net "° tk t h uld - note* t h at t h e use of 

devices 25-27. TCP/IP or HTTP 

eth ernet and Fibre Channel network 
protocols in this system are illust ratrve o be 
Invention, and other events may use drfferen 
network media or protocols.) 

Out -of-band network 11 includes a client 21 which 
d at least in part, for the purpose of managrn, 
is used, at least P ^ 
heterogeneous network 10. Client 
be a workstation which is used by a network 

, 'strator The network administrator would 
administrator lnforma tion from 

UTof "Jl^r in the network. X„ one embodiment, 
he network administrator runs a browser on client 2 1. 
The browser can be used to view a web page which 
The Drow* network devices. 

When one of the nyp« 

HTTP request is generated ana 
administrator, an HTTP req se lected 

, ttpd to the device corresponding to the 
transmitted to tne reC eived by the 

v, clinic When the HTTP request is recei 
hyperlink. responS ive web page) is 

device, a response (e.g., * . (Because 

generated and transmitted back to the client 
, Ihe responding device serves a ^ 

request, it may be referred to as a serve 
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4-91 ran then be viewed 
v,- * received by client 21 can tn 
page which is recei y necessary in 

by the network administrator and used 
the management of the network. 

while this process is sufficient for the 

4- nf-hand network 11/ lt: 1S 
management of devices xn out-of band 

not sufficient for the — ^ u ! o£ _ band ne twor.s 
network 12 because the xn-band and out 

use inco^atible px-otocoxs =onseo ::t ^ 
reqU ests which axe operated by 1,. 

be transmitted to devices t0 1 ^ protocol 

12 „ these r e : e St; ;r;:: - t \ h ; HTTP 

Lotocol of network medium 24 is necessary. Thxs 
Tunction is performed by switching platfoxm 14 . 

da ta which is formatted accordxng to the P 
protocol. Switching platform 14 «» , ellent 

component 29 as a client 

reguests received fro, c xen 21 ^ 

with respect to data wh ^ ^ ^ 

0 sexver component 28 xs co , ol , 

receive data accordxng to the o 
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<- ,q is configured to transmit and 
whi le client component 2 « <= * Servet 
receive data accords to the con£igured to 

component 28 and client componen =» Qf 
mak e any necessary tr.nslatrons or ^ 
dat a which is —cated -ween o ut^ ^ _ 

11 and in - ban :: e i *~ «* - «- ..^m, 

th at the ^^^^ or proxy server for the 
platform as a default g ^ ^ 

;::::tsoi::i: «- — - 

of these devices in most systems. 

• , FIGURE 3, a flow diagram illustrating 
Referring to ^ ^ ^ ^ present system is shown. 
th e method of — "° the P to 
Wh en it is necessary for net ^ ^ 

obt ain information from on t e ^ ^ 

band itzlz ^ - — t 

formulated at tne u request 
£unotion rs being --^^Li - out-of- 
ls formatted according to the p ^ 
band networK and transmitted over 

n1atform When the request reaches 
s „itchrng P - hing platfom examin es the 

switching platform th ^ Qf 

req uest and identify it as 9 hing 

~n the in-band network. The swi 
the devices on the in ^ ^ lt 

plat form then proceeds \ ^ should b e 

can identify t - h ct matter of tta 

forwarded, as well as the s 3 identl£ied 
request. After the switchrng platform 

h «,,biect of the request, this 
° ^ ad TTi: e" construct a second request. The 

information is useu 
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• formatted according to the protocol 
second request x- transtnitte d to the 

of the in-band network and 



network. 



request. Xf the a ervet device produces the 

requested a web page, switching 

piatfor* m a forma ^ receives 

the responsive data fro out - o£ -band 

out-of-band network. 

, h that from the perspective of 
It should be not S tha t ^ ^ 

the cl ient devrce o t . ^ ^ 

the devices on the devlce . 

information is requested appear to b 

, a.vice has the address of tne 
This single devrce h funct ions of the xn- 

platform and includes all ^ management 

band network — J ' appear s to be 

ciient is — ;- d ; s th achieved by usi ng a mo. scheme 
homogeneous. Thxs 
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thp client's communications with 
that is "should ,e note, that a URL 

based ori HTTP - - embodiments *a y use different 
protocols ana different forms of data/service 
requests . ) 

Th e URL scheme is intended to facilitate a simple 
and flexible method for converting out-of-band- 
batted revests and forwarding -. to — 
The URL that is originally generated y 
r^olient incites specific J — ^ 
th . switching Platform is configured 
recognize as indicating that the request shu ld 
passed on to an in-band ^^7Z ^ 
formation containe » £ ™ ^ and ±nterpret the 
switching platform to quickly p 
information. 

■ t-n FIGURE 4, an exemplary URL 30 used in 
Referring to FIGURE 

* ^ho nresent system and method is 
one embodiment of the present y ^ 

v, n The information contained in the 
shown. Tne xiii-u n ^ orTT1 31, a key word 

- " t". :r=rrr.:r:: - 

the subject of the request 34. 

The IP address of the switching platform is 
, i ^ tt ,~ url to the switching 
obviously used to drrect the URL ^ 
, pl atform. Because this address is not releva 
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addressee device or the subject of the request, it can 
simply be discarded by the switching platform. 

The ip address of the switching platform is 
followed by a Key word. In the example ^-^edrn 
FIGURE 4, the Key word is "Prof ile.A. " -y word may 
used as a Key word. "Profile.A" indicates that the 
information is arranged in a particular manner In 
thi s instance, the information is arranged with the 
switching Platform address, then the Key word, then the 
address of the destination device, then the sub : e t 
th e revest, each delimited by bacKslashes X, In 
short , the ke y word is followed by a 
can be forwarded to the destination devrce. 
words may indicate that the information rs arranged 
a different fashion. For example, the Key word 

. i « ^ -r-ha-t- 1-he URL contains 
"Profile B" may indicate that the uk 
additional, predefined types of information after th 
key word which have to be interpreted somehow before 
URL can be generated and forwarded to the dest inatron 
d evice. The use of Key words to identify the types of 
information in the URL allows a great deal of 
flexibility in interpreting the URL and in 
accommodating developments relating to URLs and their 
structure or content. Based upon the Key word, the 
switching Platform can easily parse the URL to i er , rfy 
the respective types of information contained therein 
and construct a corresponding request (e.g., another 
URL) to the destination device. 
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As no ted above, "Profile^" indicates that the !P 
• ~ Hovirp will immediately 
address of the destination device win 

Tot! the key word. Open detecting this key word, the 
switching platform becomes aware that it needs to 
format the subsequent information as a URL to be 
transmitted over the in-band network. This ^ 
addressed to the IP address of the destination device. 
It should be noted that the IP address of the 
destination device typically is not one that exi 
th e internet. *s mentioned above, the in-band network 
iS a P^vate network and is not accessible b y external 

etworks or devices. The IP address 
th e destination device is most likely one that 
up by the network administrator for use within 

! Thiq a very common practice, 
local area network. This a very 

i-hat the switching 
The URL scheme is flexible m that tn 

pla tform does not need to know what is being retrieve 

or to understand most of what is in that URL. It 3 u,t 

Ids to see a few identifiable parts of 

can process it based on those parts. «t.r the »BL 

processed, the switching platform can formulate 

nd URL and forward it to the destination device as 

i£ the switching platform were directly requesting the 

subject information. 

wh ile the present invention has been described 
with reference to particular embodiments, it should be 
und erstood that the embodiments are illustrate ,ve an 
that the scope of the invention is not limite d t thes 
embodiments. Many variations, modifications, additions 
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and im prove m ents to the events descri.ee. above are 
"ssil It i= contested that these variations 

S^ion.. additions and ™ t ~°™ 

th . scope of the invention as detailed wxthm the 
following claims. 
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